
Marymount Online Safety Policy 

Policy Overview: 

The purpose of this policy is to safeguard and protect all members of Marymount 

International School London online community by providing a framework to promote and 

 

The policy is applicable to all members of  This includes governors, 

students, volunteers, parents/carers, visitors and community users who have access to and 

 

Aims and Objectives: 

It is the duty of Marymount International School London to ensure that every student in its 

Online communications and technology provide opportunities for enhanced learning, but 

students are therefore taught how to stay safe in the online environment 

 

It is imperative that a whole school community approach to online safety is adopted and that 

all stakeholders are aware of their responsibilities and duties in relation to keeping children 

ure that the School is 

providing the best online safety provision they possibly can and identify that where there are 

 

Technology is continually enhancing communication, the sharing of information, learning, 

re, in an age-appropriate 

emerging technologies used in and outside of school include: 

 Websites 

 Email and instant messaging 

 Blogs, forums and chat rooms 

 Mobile internet devices such as smart phones and tablets 

 Social networking sites 

 Music / video / Film downloads 

 Gaming sites and online communities formed via games consoles 

 Instant messaging technology via SMS or social media sites 

 Video calls 

 Podcasting and mobile applications 

 Virtual and augmented reality technology 

  



following school 

policies and procedures: 

  

  

  

 Behaviour, Rewards and Sanctions Policy  

 Data Protection Policy and Privacy Notice/ 

 Educational Visits Policy 

 RSE Policy 

  

  

 Whistleblowing Policy1 

In producing this policy, regard has been given to: 

- Department for Education (DfE)

Education: statutory guidance for

- Department for Education (DfE)

(2023) Teaching online safety in

school: guidance supporting

schools to teach their pupils how

to stay safe online, within new and

- Department for Education (DfE)

(2023) Working together to

- Department for Education (2014)
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- General Data Protection

-

- Department for Education (DfE)

(2024) Mobile phones in school

- Department for Education (DfE)

(2023) ‘Meeting Digital and

Technology Standards in Schools

Scope  

 

 -  

  

  

Online safety is an omnipresent topic which requires recurrent regulatory review and places 

protecting students The requirement to 

ensure that students are able to use the internet and related communication technologies 

appropriately and safely, is a vital part of the wider duty of care to which all who work at 

 

students from forms of online abuse whilst demonstrating a concerted obligation to respond 

 

Online abuse is any type of abuse that happens on the web, whether through 

social networks, playing online games or using mobile phones”  

– types of online abuse may include: 

  

 Emotional abuse 

 Grooming 

 Sexting 

 Sexual abuse 

 Sexual exploitation 

 

are: 



 Neglect 

 Sexual 

 Physical 

 Emotional 

Technology can facilitate a world of learning and development in addition to help yield a 

illegal abusive 

behaviours including, but not limited to:  

 harassment  

 stalking  

 threatening and bullying behaviour 

 creating or sharing child sexual abuse material 

 inciting a child to sexual activity 

 sexual exploitation 

 grooming 

 sexual communication with a child 

  

Whilst the use of these exciting and innovative tools in school and at home has been shown 

to raise educational standards and promote student achievement, the use of these new 

 the 

 

 Content: being exposed to illegal, inappropriate or harmful content, for example: 

pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, 

 

 Contact: being subjected to harmful online interaction with other users; for example: 

peer to peer pressure, commercial advertising and adults posing as children or 

young adults with the intention to groom or exploit them for sexual, criminal, 

 

 Conduct: online behaviour that increases the likelihood of, or causes, harm; for 

-

consensual sharing of nudes and semi-nudes and/or pornography, sharing other 

explicit images and online bullying; and 

 Commerce - risks such as online gambling, inappropriate advertising, phishing and 

 

-line world and it is essential that this online 

safety policy is used in conjunction with other school policies such as the Behaviour and 



Safeguarding and Safeguarding

students’ resilience to the risks to which they may be exposed, so that they have the 

 

 

Process for Monitoring the impact of the Online Safety Policy 

The School will monitor the impact of the policy using: 

 Logs of reported incidents 

 Filtering and monitoring logs 

 Internal monitoring data for network activity 

  

Roles and responsibilities in relation to online safety  

Safeguarding policy to protect 

must be read in conjunction  

reasonable, to regulate the behaviour of students when they are off the school site and 

empowers members of staff to impose disciplinary penalties for inappropriate behaviou

This is pertinent to incidents of cyber-bullying or other e-safety incidents covered by this 

policy, which may take place out of school, but is linked to membership of the S

may include, for example, instances of where cyber bullying has taken place over the 

summer holidays and has continued into term time or if a student has brought the School 

School 

will deal with such incidents within this policy and related policies, and will, where known, 

inform parents of incidents of inappropriate online safety behaviour that take place out of 

 

 

The Governing Body 

The Governing Body has overall leadership responsibility for safeguarding as outlined in the 

School is responsible 

 

The Governing Body must ensure that their own knowledge and skill are refreshed at 

regular intervals to enable them to keep up-to-date with current research, legislation and 

They must understand the unique risks associated with online safety and be 

confident that they have the relevant knowledge and up to date capability required to keep 

 

 



It should be recognised that there are additional risks online for students  with SEN and 

disabilities (SEND), such as online bullying, grooming and radicalisat

Body must have the capability to support SEND students to stay safe online and that all 

 

The Governing Body will ensure 

training, both at induction and with updates at regular intervals, so that:  

 

about online safety 

 

 

 

event of the abuse or suspected breach of online safety in connection to the School 

  

 

Headmistress and the Senior Leadership Team 

The  is responsible for the safety of the members of the school community and 

Senior Leadership Team, they 

are responsible for 

 

The Designated Safeguarding Lead (DSL) 

Marymount 

This includes a responsibility for online safety as well as the 

S  

- they are able to understand the unique risks associated with online safety and be 

keep students safe whilst they are online at  

- they can recognise the additional risks that students with special educational needs 

and disabilities (SEND) face online, for example, from bullying, grooming and 

SEND to st  

- this policy is upheld at all times, working with the  Senior 

Leadership Team  

action if in receipt of a report that engages that policy relating to activity that has taken 

 



The DSL will work closely with the  and the School’s IT service 

providers to ensure that the S and 

 

While the responsibility for online safety is held by the DSL and cannot be delegated, the 

School may choose to appoint other relevant persons to work in support of the DSL in 

 

 

With respect to online safety, it is the responsibility of the DSL to: 

 

 Ensure students are being appropriately taught about and know how to use the 

 

 Ensure teachers and parents are aware of measures to keep children safe online 

 

  

 

 

 Facilitate effective record keeping and the reporting and monitoring of all online 

 

  

 

IT Provider 

The IT service provider has technical responsibility for:  

 

 maintaining filtering and monitoring systems 

 providing filtering and monitoring reports 

 completing actions following concerns or checks to systems 

 

The IT provider should work with the Senior Leadership Team and DSL to:  

 

 procure systems 

 identify risk 

 carry out reviews 

 carry out checks 

 

The Provider follows and implements School Online Safety Policy and procedures and is 

responsible for ensuring that; 

 They are aware of and follow the School Online Safety Policy and all related policies 

to carry out their work effectively in line with School policy  

 The School’s technical infrastructure is secure and is not open to misuse or malicious 

Servers, wireless systems and cabling must be securely located and physical 

access restricted and individual workstations are protected by up to date virus 

software  



 The School meets (as a minimum) the required online safety technical requirements 

as identified by the DfE Meeting Digital and Technology Standards in Schools & 

  

 There is clear, safe, and managed control of user access to networks and devices  

 They keep up to date with online safety technical information to effectively carry out 

their online safety role and to inform and update others  

 The use of technology is regularly and effectively monitored in order that any 

misuse/attempted misuse can be reported to the DSL  

 The filtering policy is applied and updated on a regular basis and its implementation 

is not the sole responsibility of any single person  

 Requests from staff for sites to be removed from the filtered list will be considered by 

a member of SLT  

 Monitoring systems are implemented and regularly updated as agreed in School 

policies  

 School IT technical staff regularly monitor and record the activity of users on the 

S

Monitoring will take place regularly using a random sample of students  

 

must not allow other users to access the systems using their log on details and must 

immediately report any suspicion or evidence that there has been a breach of 

 

 

Online Safety Commi ee  

The DSL will 

boarding, the pastoral team They will keep up to date 

on current online safety issues and guidance issued by relevant organisations, including the 

Online Safety  will ems to check 

 and will report 

 

Head of Digital Solutions and IT sta  

The S

responsible for the security of the S  

S

DS

in place to ensure the School’s requirements 

 

inappropriate content being searched for or accessed  

Teaching and support sta  



 before accessing the 

S

culture of listening  

and discussion in order to address any online safety issues which may arise in classrooms on 

 

all policies in school which support online safety and 

safeguarding and enforce these in accordance with direction from the DSL and the 

  

 

 Staff must be aware that online 

 

 

In addition all school staff need to: 

 

 Support in the ownership and responsibility for the security of systems and the data 

 

  

 Ensure that communication with students is be on a professional level and only 

 

  

 monitor use of IT in lessons, extracurricular and extended school activities  

 recognise that students using mobile phones may be using their own data access and 

not the School’s Wi-  

   staff should self-

 

  

  

  

  

 

 

  up to date online safety training at least annually or more in line with 

 

  

 Be vigilant when students  

approved search engines  

 Monitor students’ use by monitoring and engaging with the students throughout the 

 

 students may need to 

ny 

request to do so, should also be cleared by  



 Teach students in all lessons to be critically aware of the materials / content they 

access online and be guided to validate the accuracy of information, with particular 

focus on scamming and changes in cyber-  

 Teach all students to acknowledge the source of information used and to respect 

 (See Academic Honesty policy 

for more details.) 

 

Students 

Students are responsible for using the school IT systems in accordance with the Student 

 With respect to online safety at Marymount International School 

London, students need to: 

 Know who the DSL is 

 Engage in age appropriate online safety education opportunities 

 Read and adhere to online safety policies and acceptable use agreements  

 Respect the feelings of others, both off and online 

 Take responsibility for keeping themselves and others safe online 

 Know where and how to find help with any online incidents or concerns 

 Know how, when and where to report concerns and when to seek help from a 

 

 

Over the years at Marymount International School London, a student will cover the 

following topics within the curriculum: 

 

 Self-image and identity 

 Online relationships 

 Online reputation 

 Online bullying 

 Managing online information 

  

 Privacy and security 

  

 

Parents, carers and guardians 

Marymount International School believes that it is essential for parents to be fully involved 

Parents and guardians need to 

need to: 

 

  

  

  

  



  

  

 Identify changes in children’s behaviour that could indicate they are at risk of online 

 

 Take responsibility for the filtering, monitoring and regulating of their own IT 

systems at home  

 

The school will contact parents if it has any concerns about students’ behaviour in this area 

  

The school recognises that not all parents and guardians may feel equipped to protect their 

evenings for parents when an outside specialist advises about online safety and the practical 

steps that parents can take to minimise the potential dangers to their children without curbing 

 

 

and monitoring are both i

 

 

The Board of 

has allocated the tasks: 

Task/ Responsibility    When/Frequency 

of Review  

 Procuring filtering 

and monitoring systems  Solutions  

  

 Documenting 

decisions on what is blocked 

or allowed and why  

  

Solutions  

Termly or as 

required  

 Reviewing the effectiveness 

of the School’s provision in 

order to:  

o identify risk  

o carry out reviews   

o carry out checks  

o inform practice and 

procedures  

The review should indicate:  

SLT  

DSL  

Digital Solutions (in 

collaboration with any 

external provider – 

Smoothwall / Zed One) 

Niamh Green (Governor)  

if a safeguarding 

risk is identified / 

there is a change in 

working practice / 

new technology is 

introduced)  

  



o the risk profile of the 

student body, including 

their age range, students 

with special educational 

needs and disability 

(SEND), students  with 

English as an additional 

  

o what the filtering 

system currently blocks 

or allows and why  

o any outside 

safeguarding influences  

o any relevant 

safeguarding reports  

o the digital resilience 

of the students  

o teaching 

requirements in RSE and 

  

o the specific use of 

chosen technologies, 

  

o related safeguarding 

or technology policies  

o current checks and 

how actions are 

handled  

 Overseeing reports  

  

     

Oversight of all staff to ensure they:  

 understand their 

role  

 are appropriately 

trained  

 follow policies, 

processes and 

procedures  

 act on reports and 

concerns  

SLT  Training at annual 

induction and 

ongoing oversight  

 Overseeing and acting on:  

-  filtering and monitoring reports  

  

  

Solutions (Staff)  

  

Bi-weekly or as 

required  



Digital Solutions – 

(Students)  

 Overseeing and 

acting on:  

 safeguarding 

concerns  

DSL    

 Overseeing and acting on:  

 checks to filtering 

and monitoring systems  

person who checked, what was checked 

and resulting action)  

DSL / Digital 

Solutions   

  

Termly or as 

required  

Technical responsibility for:   

 maintaining filtering 

and monitoring systems  

  Ongoing  

Technical responsibility for:   

 Providing filtering 

and monitoring reports  

Digital Solutions  Ongoing  

Technical responsibility for:   

 completing actions 

following concerns or 

checks to systems  

  Ongoing  

Responsibility for ensuring:  

  there is an 

appropriate level of 

security protection 

procedures in place in 

order to safeguard 

systems, staff and 

learners   

 Review of the 

effectiveness of these 

procedures periodically 

to keep up with evolving 

cyber-crime technologies  

  

required  

 

 

 

Cultivating a safe environment  

 

 



It is important to focus on the underpinning knowledge and behaviours that can help 

students to navigate the online world safely and confidently regardless of the device, 

 

 built into existing lessons across the curriculum 

 covered within specific online safety lessons 

 covered using school-wide approaches (Teaching online safety in schools 2023) 

Students should be educated in an age-appropriate way around: 

  
  
 Their online behaviour 
  
  

 

- Evaluate: How to evaluate what they see online 

 

This will enable students to make judgements about what they see online and not 

 

 

Through the curriculum, students will consider questions including: 

 

  

  

  

  

  

  

 

-  Recognise: How to recognise techniques used for persuasion 

 

This will enable students to recognise the techniques that are often used to persuade or 

vulnerable to these techniques and better equipped to recognise and respond appropriately 

to strongly biased  

 

Students will be encouraged to question content so that they are able to recognise: 

 

 Online content which tries to make people believe something false is true and/or 

mislead  

  

 Ways in which games and social media companies try to keep users online longer  

  

 

 

 



- Online Behaviour

 

Students must recognise that the same standard of behaviour and honesty applies online 

Students should also be able to 

 

The School will help students  to recognise acceptable and unacceptable behaviour by: 

 

 

  

 Teaching techniques (relevant on and offline) to defuse or calm arguments (for 

example, a disagreement with friends) and disengage from unwanted contact or 

content online; and 

 -called social 

cases is often expected, as part of online gaming and the acceptance of misogynistic, 

homopho  

- Identify: How to identity online risks

This will enable students to identify possible online risks and make informed decisions 

students assess a situation, think through the 

 

Students will be taught to identify and manage risk by: 

  

  

  

 Discussing “online 

 This could include longer-

behaviours could impact on their future when applying for a place at university or a 

 

 Discussing the risks vs the benefits of sharing information online and how to make a 

 

 

 

- How and when to seek support

Students will consider safe ways in which to seek support if they are concerned or upset by 

 

Staff will help students to: 



 

 T  

 Look at the different ways to access support from the school, police, the National 

wider school policies and processes around reporting of safeguarding and child 

protection incidents and concerns to school staff  

 To understand that various platforms and apps will have ways in which 

inappropriate contact or content can be reported  

 

 

Responding to Online Safety Concerns 

 

a child may be at risk of 

  

 

Online safety is recognised as part of the safeguarding responsibilities – the DSL should take 

lead responsibility for online safety concerns which should be recorded and actioned

Students can share concerns and report online safety concerns to a trusted adult such as 

 

 

of the policy could take place, through careless or irresponsible or, very rarely, through 

 

 

Remember: 

 

 –  

  

 Staff need to notifiy the DSL team 

 ’s processes  

 /or 

 

 

Use of school and personal devices including mobile phones 

Sta  

School devices assigned to a 



 When they are not using a device 

 

S ode of 

guidance  

images, videos or other recording of any student nor to have any images, videos or other 

recording of any student 

 Policy

Educational Visits  

Students 

Phone use is not seen as necessary for the education of students at the School and students are 

device on to the school campus, they are responsible for any loss or da  

The School understands the need for students to learn how to self-regulate their use of 

technology as they for 

 

For all students m  

Should students wish to contact their parents or guardian during the school day, students 

 or guardians can leave a message 

at Reception if there is an urgent need to contact 

collect their daughter from the school if they are feeling unwell without prior permission from 

Please see Medical Health and Wellbeing Policy   

Grades 6-10: 

If students , they 

should be handed in to Reception at the start of the day and collected as they 

 Boarders in Grades 6-10 

 

and 12 following Spring Break 

 

Grades 11-12: 



Grades 11 and 12 are expected to be role models for the younger students and should not use 

 

Boarding  

their usage in the following ways: 

Grades 6 –  must hand in all devices 30 minutes prior to bed time on Sunday-Thursda  

During Supervised Study, Grades 6-

not to e phone is a distraction to their study, the Boarding team 

 

  

Grade 10 will have supervised study and will not be permitted to use their mobile phones in 

the First Semester

Boarding to have study in their rooms in the Second Semester

 

 

Grades 11-12 

They are encouraged to self-regulate their use of  

  

No use of mobile phones all  

 

Laptops and Tablets  

The School expects that all students will own a laptop as a teaching and learning tool and 

students are required to adhere to the Student  when using tablets or 

laptops Student students to 

ensure that their use of tablets for school work complies with this policy and the Student 

 which prohibits students  from using tablets for non-school related 

 

School mobile technologies are made available for student use by the School (including 

) which are stored  

available via 

before and after each use by a student  Students are responsible for their conduct when using 

students will be dealt with under 

the School’s Behaviour, Rewards and Sanctions  

The school recognises that mobile devices are sometimes used by students for medical 

purposes or as an adjustment to assist students who have disabilities or special educational 

student needs to use a mobile device for such purposes, the student’s parents, 

carer or guardian should arrange a meeting with 

Resources teacher to agree how the S



will then inform the student’s teachers and other relevant 

student  

Online Communications  

Staff 

students or parents / carers /guardians must be 

student or parent 

/ carer / guardian or students 

within the past 5 years or parents of recent alumni using any personal email address or SMS 

 / social media LinkedIn after 3 years of graduating from 

 for further details.) 

The S

details, may not be shared with students or parents / carers /guardians or recent alumni

student or parent / carer /guardian or recent 

alumni using a personal telephone number, email address, or other messaging system nor 

should students, parents / carers / guardians or recent alumni / their parents / carers] be added 

 

or 

of fraudulent emails and should report emails they suspect to be fraudulent to 

 

Students 

students are issued with their own personal school email addresses for use on our network 

schoolwork  

Students should be aware that email communications through the school network and school 

 

The S

this causes problems for school purposes, students should contact  

 

Students must not respond to any communication that makes them feel uncomfortable, is 

 



Use of social media 

Sta  

, personal email or any website which is 

unconnected with school work or business from school devices or whilst teaching / in front of 

students -only 

areas of school  

 and /or 

social networking sites with extreme caution, being aware of the nature of what is published 

online and its potential impact on their professional position and the reputation of the School 

 

must not: 

 place a child or young person at risk of, or cause, harm; 

 bring Marymount International School London into disrepute; 

  

 breach copyright; 

 breach data protection legislation;  

 or do anything that could be considered discriminatory against, or bullying or 

harassment of, any individual, for example by: 

o 

reassignment, race (including nationality), disability, sexual orientation, 

religion or belief or age; 

o using social media to bully another individual; or 

o  

   

 

Students 

The School expects students to think carefully before they post any information online, or 

The school takes misuse of technology by students vary seriously and incidents will be dealt 

with under the Behaviour, Rewards and Sanctions Policy,  

-  

 

 



Data protection 

Please refer to the Data Protection policy and the   for further details 

as to the key responsibilities and obligations that arise when personal information, 

particularly that of children, is being processed by or on behalf of the S  

students are expected to save all data relating to their work to their school’s 

OneDrive  

 

students should be stored 

 

could seriously compromise the school’s IT security and/or put at risk sensitive personal data 

(and other information) held by the S

 in accordance with the Data Protection 

ies  

misuse of IT must be immediately reported to the  

Password security 

Students 

students  

The UK National Cyber Security Centre recommends three random words for passwords. Marymount 

.  

students  

 use a strong password (as described above)which should be changed every 6 

months;  

 not write passwords down; and   

 not share passwords with other students  



Safe use of digital and video images 

students instant use of images that they have recorded themselves or 

 and students need to be aware of the risks 

the internet forever and may cause harm or embarrassment to individuals in the short or 

 Employers are likely to carry out internet searches for information about 

potential and existing employees  

students about the risks 

on social networking sites  

to take digital / video images to support educational aims but must follow 

 ) 

taken on school equipment; 

 

dressed and are not participating in activities that might bring the individuals or the School 

 

Students must not take, use, share, publish or distribute images of other students without 

 

Photographs published on the website, or elsewhere that include students will be selected 

ed to give consent for 

the sharing of such images when signing the school contract

should be without the full name of the individual student (unless permission has been agreed 

by the student  

to capture images using digital media of semi-

 



Artificial Intelligence  

students 

circumstances outlined in  and are subject to any conditions 

imposed by that policy  

P

technology stores and learns from data inputted and you should consider that any 

information entered into such  -for versions of 

such assurance should be approached with caution  

It is also important to be aware that the technology, despite its advances, still produces 

particular, students should not use these tools to answer questions about health / medical / 

recommendations as to reliable resources from a member of staff / DSL team  

Misuse 

Marymount International School London will not tolerate illegal activities or activities that 

School will report illegal 

that a child or young person is at risk as a consequence of online activity they should report it 

, and/or its 

professional advisers as appropriate  

The School will impose a range of sanctions on any student who misuses technology to bully, 

harass or abuse another student -

Bullying and Behaviour, Rewards and Sanctions  

Training 

online safety 

for online safety 

curricula

are provided with information to help inform their understanding of the expectations, 

  



Complaints 

the School student or a parent / carer / 

guardian has a complaint or concern relating to online safety, prompt action will be taken to 

 

Who to see if you have a complaint: 

-

- should speak to their Line Manager or member of the SLT

-

Incidents  of,  or  concerns  around  online  safety  will  be  recorded  in  accordance  with  the  

 

Date last reviewed by the Governing Body: 19 May 2025

Date of next review by the Governing Body: 19 May 2026


